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CORE 1 220-1001

Exam: Core 1 220-1001

Max 90 questions
(Multiple choice & performance based)

90 minutes duration
Pass mark 675/900

13/03/2019 A+ 1001

g .
please refer to https://firebrand.training/uk/terms-and-conditions



A+ 220-1001

CompTIA A+ Core 1 220-1001 covers Mobile devices,
hardware, networking, peripherals, printers and
troubleshooting hardware and network connectivity
issues.

6 to 12 months hands-on experience in the lab or field
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EXAM BREAKDOWN

______Domain | Percentage of Exam

1.0 Mobile Devices 14%
2.0 Networking 20%
3.0 Hardware 27%

4.0 Virtulization & Cloud 12%
Computing

5.0 Hardware & Network 27%
Troubleshooting
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LAPTOPS - COMPONENTS

HDD/SSD/SSHD
« SODIMM - Smaller form factor RAM

 Card reader - SD, Micro SD

« Optical drive - DVD-RW/CD-RW

 Wireless Card

« Graphics - often integrated into CPU

« Can have separate GeForce/Radeon GPU for gaming laptops

CPU - Mobile version lower power consumption smaller form factor
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LAPTOPS - COMPONENTS

Lithium ion battery
« Plastic or metal frame

* Onboard stereo speakers

* Microphone - built in

« System board - motherboard

» Keyboard - built in sometimes lit
* Mouse - built in mousepad

« Camera - webcam built in
 LCD screen - size/type

« AC adaptor - power + charge
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LAPTOP SYSTEM BOARD

OLPC XO-1.5 DCON Companion Processor WLAN HD Audio
B1 Prototype ChiP Via C7-M ULV Marvell 8686 Codec
Hymax HX8837 Via VX855 0.4-1.0 GHz SDIO connect

LCD Power

Supply

RAM

DDR2 SDRAM :

128 MBytes each Backlight
Power Supply

Internal
microSD Slot
4+ GB Flash

+2.8V Pwr Sup. }

S, |25V Supply _]
Pwr Supply +3.3V Supply
Embedded
Controller
SD/MMC Slot ENE KB3700

Battery
Charger

VCORE +1.2v +1.05V Clock 3VPCU Fujitsu MB39A129
Power Power Power Synth Power
ICS9UM702
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LAPTOP DISPLAYS

LCD (Liquid crystal display) requires a backlight to shine through
liquid crystals. The light source is more often LED but can also be
fluorescent. Black is not as good as OLED and if the backlight
LED/florescent fail can be hard to replace. Inverter (DC to AC)
required to power florescent LCD.

OLED (Organic Light Emitting Diode) Use an organic compound to
emit light when it receives an electric current. Thinner and
lighter and flexible as no glass is required so ideal for mobile
phones and thin devices. A backlight is not required although
OLED uses more power. OLED displays also degrade over time.
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LAPTOP DISPLAYS

» Touchscreen to use your fingers to
interface with device

« Digitizer enables screen interaction
such as using a stylus or pen

Dual display to use projector/screen
with built in display
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LAPTOP CONTROLS

Screen brightness/contrast
* Volume control

* Wireless on/off

* Screen orientation

« Touch pad

« Keyboard

« Location - GPS/wireless
Docking station
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MOBILE DEVICES

Smartphone
Phablet
Tablet
Wearable Tech
E Reader
Smart Camera
GPS

Tomrom
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LAPTOP FEATURES

Special Function Keys FN
Dual Display

‘Wireless On/Off
Bluetooth On/Off
*Volume

*Brightness

*Keyboard Backlight
*Vendor specific
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OTHER MOBILE DEVICES -
CONNECTIONS

Micro/mini USB
« USB-C

« Lightning

« Bluetooth

« |R

* Hotspot/Tethering
« NFC

ﬁ
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MOBILE DEVICES -
ACCESSORIES

Headphones/earphones
« Speakers Bluetooth/wired
* Docking Stations

« Battery Charger

« Covers and cases

« SD card

* Micro SD Card
 Gamepad

External optical or HDD
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MOBILE DEVICE
CONNECTIVITY

Wireless/cellular
 Data

« Airplane mode - turn off wi-fi/Bluetooth/cellular

* Hotspot - connect other devices to share the internet
* Phone updates OTA (Over the Air)

« |MEI - International Mobile Station Equipment Identity
« IMSI - International Mobile Subscriber Identity

* VPN - becoming popular to aid in mobile security - secure
connection on free wi-fi
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CONFIGURING MOBILE
DEVICES

Setting up email
« Pop3 port 110 Secure - 995
 SMTP port 24 Secure - 587 Incoming Mail Server

. AT&T 3G 8:11 AM ="

e I
i L = a Bll= [ ]

i M'iC['OSOft EXChange - enterprise ma]l Host Name xxx.accessdomain.com
d S/MIME ema]l encryptlon User Name jsmith@mt-example.com
* IMAP - Online email pOI‘t 143 secure 993 Password eeesesesssss

Email Providers

Qutgoing Mail Server

G mai l SMTP xxxx.accessdomain.com »
Yahoo
iClOUd Advanced >

Hotmail/Outlook
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MOBILE SYNCHRONIZATION

A mobile can be synchronized to the cloud, via a USB link, in the case of Apple
devices via iTunes or other vendor specific management software

Data types:
 Email

« Contacts email/telephone numbers
» Personal data - passwords, notes

» Applications

* Media - videos, pictures, music

» Location data

 Documents

Calendar
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NETWORK MEDIA

« CABLE

* WIRELESS
* SHARING
* INTERNET
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INTERNET PROTOCOL - IP

IP address (IPv4)

« 32-bit binary

» Broken down into four 8-bit octets separated by a . (dotted decimal notation)
« Subnet mask to make more efficient use of IPs on a network

Reserved address ranges

* Private - A, B, C

Loopback - 127.0.0.1

Multicast (Class D)

Reserved (Class E)

APIA 169.254.0.1 - 169.254.255.254
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PRIVATE IP ADDRESSES

(RFC1918)

CLASS Private Address Range

A 10.0.0.0 - 10.255.255.255
B 172.16.0.0 - 172.31.255.255

C 192.168.0.0 - 192.168.255.0
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IPV6

« 128 bit address scheme

* Hexadecimal

e Separated by :

« Secure

« Eg: 3045:0000:2336:e378:0006:63bf:3fff:fdd2

Lead zeros or zero sections may be removed or shortened
o Eg: 3045::2336:e378:6:63bf:3fff:fdd2

Your fastest way to learn. Guaranteed.
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IPV4 VS |IPV6

IPv4 IPv6
Loopback address 127.0.0.1 21
APIPA 169.254.x.x FE8O::
Private addresses 10.0.0.0 FECO::

172.16.0.0

192.168.0.0
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IPCONFIG

* |Pv4 Address + Subnet Mask
 |Pv6 Address

« Default Gateway
 DHCP Enabled

Wireless LAN adapter Wi-Fi:

MAC Address
Interface ID

Connection-specific DNS Suffix
Description

Physical Address.

DHCP Enabled. Coe .
Autoconfiguration Enabled
Link-local IPv6 Address
IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires

Default Gateway .

DHCP Server .

DHCPv6 IAID .

DHCPv6 Client DUID.

DNS Servers g
NetBIOS over Tcpip.

home

: Marvell AVASTAR Wireless-AC Network Controller

B4-AE-2B-CB-83-50

: Yes
s Yes
: fe80::d402:1ecc:3330:560e%9 (Preferred)

192.168.1.78(Preferred)
255.255.255.0

: 01 February 2016 10:34:34
: 02 February 2016 17:56:39

192.168.1.254
192.168.1.254

s 62172715
: 00-01-00-01-1D-F5-10-90-B4-AE-2B-CB-83-50

192.168.1.254
Enabled
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STATIC V DYNAMIC IP

Static IP is a fixed IP, and is usually
changed manually. A common use is for
servers where hosts would not be able
to see it if the IP kept changing!

Dynamic IP is where the IP can change
each session or is allocated only when
it is required by the host.
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DHCP - APIPA

Dynamic Host Configuration Protocol

Offers out temporary IPs to client using e ———
Discover, Offer, Reserve, ACknOWledge You can. getIPsetttngsassigned.automaticallyifyournetwork

supports this capability. Otherwise, you need to ask your network

APIA (Automatic Private IP Addressing) edmintrtor for the sppropite I setns.
a sign that DHCP might not be working © o e ol
as a private 169.254. address is

allocated internally by the OS.

Internet Protocol Version 4 (TCP/IPv4) Properties lil-&’_hi

@) Obtain DNS server address automatically

Use the following DNS server addresses

Advanced... ]
'. OK [ Cancel }_

Your fastest way to learn. Guaranteed.
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VPN GATEWAYS

VPNs - Virtual Private Networks are widely implemented to allow
availability for remote workers

« Users log in from anywhere with the benefit of a secure connection
over the Internet. Useful on open or free wi-fi or unsecure
connections

« The remote VPN connections are terminated at the destination on a
VPN concentrator or gateway.

advertisers: i &
T/

/@a—\ =
.(\, & i
and others 7\ W
J without VPN
d by
your \p tracke ' And ISP
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PERSONAL VPN EXAMPLE

Australia » AU#2
IP: 185.161.201.11 16% Load
Q Set as profile ¥ 0.00B /s ® 2.00KB /s

( Disconnect )

Countries

& CONNECTED
<7 ProtonVPN
= +

@ o

Australia

N AU#1

Session Tr
AU#2 CONNECTED Session:
Down Volume:
AU#3 ‘f Up Volume:
Down Speed: 0.00
Up Speed:

AU#4 [P]
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DHCP - DORA

DHCP Process

Step 1: Discover
Step 2: Offer

Step 3: Request
Step 4: Acknowledge

Your fastest way to learn. Guaranteed.
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NAT - NETWORK ADDRESS
TRANSLATION

W .
= AN
R
N\ 3
P S
'\m p A
) /

External - Public
Interface
101.102.103.104

—-Z i3]

Internal - Private LAN
192.168.2.0/24
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TCP / UDP

TCP Vs. UDP

13/03/2019

No. TCP UDP

1. | Connection Oriented Protocol Connection-less Protocol

2 Connection in byte stream Connection in message stream
3. | It does’t support multicasting It supports broadcasting

and broadcasting
4. It provides error control and | Error Control and Flow control
flow control is not provided

5. Supports full Duplex Does not support full Duplex
6. TCP packet is called as UDP packet is called as User

Segment

Datagram

A+ 1001
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PORTS

Port Number Process Name Description

20 FTPDATA File Transfer Protocol - Data
21 FTP File Transfer Protocol - Control
22 SSH Secure Shell

23 TELNET Telnet

25 SMTP Simple Mail Transfer Protocol
93 DNS Domain Name Service

80 HTTP HTTP

110 POP3 Post Office Protocol version 3
139 NetBlIOS Session port

143 IMAP4 Internet Mail Access Protocol
443 HTTPS HTTP Secure

13/03/2019 A+ 1001 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions
please refer to https://firebrand.training/uk/terms-and-conditions

Your fastest way to learn. Guaran

tee

d.



INTERNET COMMUNICATI

.
e Email Do LB

Eyitew = | (3 K | CaReply CliReply to Al (3 Forward | oY Send/Regeive - | EnFind [ | [

« SMTP Port 25 e —

1 Inbros 1)

YOU HAVE RECEIVED A REMOTE
ASSISTANCE INVITATION FROM: James

Livaad Mai =) YOU HAYE RECEIVED A REM... James Pengelly
For Fodow Up B James Pengelly  14:55 v Ademin
o = Sent Ttems YOU HAYE RECEIVED ... schments: @) ReBuddy. MsRelncident (848 B)
O r Al Mai Folders a
2 25t Mailbox - Admin ~ James would like your assistance.ld

{a] Deleted ltems

- IMAP4 Port 110 =

personal message mway be included below.

¥ou can easily provide assistance from
your computer by following the

= Outbox inSTructions at:
U3 Sert Ttems s
et
http://windows.microsoft.com/Remoteissis
[ ] 0 r g tail tance/Rh.asp
;i Calendar
8] Cont Caution:
[ ] I I l P = ®* joccept invitations only from people
el et O rt 2 3 o] Tasks you know and trust.
r * E-mail messages can contain viruses or

* VolIP Port 1719/1720/5060 =
* Instant messaging

\etdrop.con
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DOMAIN NAMING SYSTEM

« DNS (Domain Name Server)

« |P address to people human friendly FQDN - www.bbc.co.uk
 Domain Name Structure

« Top Level Domain

° SUbdoma]n(S) Domain Name Description

° HOStname edu Educational and research institutes
gov Government agencies
mil Military institutions
net Network companies (ISPs)
com Commercial organizations
org Other organizations
uk United Kingdom
au Australia
p Japan
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NETWORK COMPONENTS

802.2

 Logical Link Control

* Media Access Control
802.3 Ethernet

 CSMA/CD access method

10 Mbps

100 Mbps (Fast Ethernet

1 Gbps (Gigabit Ethernet)
Different media (copper and fiber-optic)
Network adapter

« Layer 2

* MAC address

Hubs and switches

- Layer 1-2

 Star topology connectivity

« Switches reduce contention
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POE

Power over the Ethernet (PoE) is where
power is sent down an Ethernet cable,
common use is powering VOIP phones.
This can also power other low power
devices such as low power CCTV and
wireless access points.

OPIMIET

TECHNOLOGY

o POWER OVER ETHERNET

This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Y;)“r fastest way to learn. Guaranteed.
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SOHO

SOHO router all in one device with a built in
firewall. Allows routing and switching and is a
wireless and wired access point. Has built in
DHCP and ability to connect to loT as well as
computers.

» Ring or Arlo security cameras

» Light switches

« Fridge freezer

» Door locks

« Smart speakers & voice assistants
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SOHO SETTINGS

MAC address filtering
Whitelisting/blacklisting
UPnP

Channel settings
Encryption - WPA2 or WPA

QoS

13/03/2019 A+ 1001

Smart Wi-Fi Tools

Device List

W Guest Access
Parental Controls
Media Prioritization
Speed Tes!

° External Storage

Router Settings

“¢r Connectivity

<} Troubleshooting
Wireless

) Security
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802.11 STANDARDS

Max Throughput

802.11a 54Mbps 5GHz

802.11b 11Mbps 2.4GHz

802.11g 54Mbps 2.4GHz

802.11n Up to 600Mbps 2.4/5GHz MIMO
802.11ac Up to 1Gbps 5GHz MIMO
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SETTING UP A WIRELESS

NETWORK

« SSID Broadcast - change from the default SSID or disable the broadcast

« MAC Filtering - this allows you to specify which devices can connect to the
wireless network.

« Wireless Encryption - go for the strongest available
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SETTING UP A WIRELESS

NETWORK (CONTINUED)

* WPS - Wi-Fi Protected Setup. Allows for the automatic configuration of devices
on a wireless network through the use of PIN numbers

« DHCP - The wireless router can allocate IP addresses to clients that connect.

 DMZ - Demilitirised Zone. This allows for a separate network security zone
where certain public facing devices can be located.

* Firewalls - the wireless router can be setup to block, allow or forward certain
types of traffic.
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WIRELESS ENCRYPTION TYPES

WPA - RC4 - TKIP. Wi-Fi Protected Access. Not a defined standard, stronger but
can be broken if weak passphrase is chosen

WPA2 - AES - CCMP - Implements the 802.11i security standard. Much stronger.
« RC4 - Symmetric stream cipher which is now considered deprecated.

* TKIP - Temporal Key Integrity Protocol. The keys in use can change during the
session.

« AES - Advanced Encryption Standard. 128 bit encryption key that has become
the standard in many areas of encryption.

 CCMP - Counter Mode Cipher Block Chaining Message Authentication Code
Protocol improves security. CCMP is a block cipher mode using a 128-bit key.
Block cipher is stronger than a stream cipher.
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WIRELESS TECHNOLOGIES

RFID
Zigbee
Z-Wave
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BLUETOOTH

Bluetooth 1.0

» 2.4 GHz (radio-based)
* 1 Mbps

 10m (30’) Class 2

« Tm (3’) Class 1
Bluetooth 2.0 (EDR)

* 3 Mbps
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TYPES OF INTERNET
CONNECTION

« Cable

« DSL ADSL

« SDSL

« Dial-Up

« |SDN

« Satellite

* Mobile hotspot (cellular)
* Fibre to the home

« WiMAX
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TYPES OF NETWORK

LAN - Local Area Network
WAN - Wide Area Network ( used to connect geographically separate LANSs).

PAN - Personal Area Network is a LAN created by using personal devices, e.g.
phone to laptop, iPod to tablet

MAN - Metropolitan Area Network is a network covering a physical area such as a
town or campus
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ROUTING

* Divide a single physical network into
multiple logical networks

« Join a network using one type of
media with a network using different
media

\SWITCH

ROUTER

FIREWALL
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NETWORK SERVICES

* File server

* Mail server

 Web server

* Print server

 DHCP server

* DNS server

* Proxy server

« Authentication server
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NETWORK SERVICES

« SIEM

« Syslog

« UTM

« IDS/IPS

« Endpoint management server
« Legacy and embedded systems
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CABLING TOOLS

Crimp Tool

Y -

20

Cable Tester OTDR
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CLOUD COMPUTING

* Private

* Public -

° H y b r-i d PN PlutforTP(;;:) Service
. Software as a Service

« Community (Suas)

» Platform As A Service (Paa$5) UTING
 Software As A Service (5aa$) SR —
 Infrastructure As A Service (laaS)

e )

Measured
Services

0 \
On-demand
Self-service

Resource
Pooling

Network
Access

Elasticity
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VIRTUALIZATION

Virtualization - the practice of having a host operating system which
runs one or more other operating systems via a hypervisor.

« Virtually any operating system can run on any hardware and the
virtual environments consist of a series of files that are portable for
backup and resilience purposes

« Virtual machines can have snapshots/checkpoints taken that allow
very quick restoration

* Allows for hardware consolidation and each virtual instance is
isolated from others running on the same host platform

» |deal environment for safe testing and evaluation
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VIRTUALIZATION

Hypervisor - virtual machine manager
Resources - memory, CPU, disk
Networking - Bridged, NAT, Private
VM Escape is a known vulnerability

ORACLE
VM

VirtualBox

Microsoft
Hyper-v

13/03/2019 A+ 1001 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions

please refer to https://firebrand.training/uk/terms-and-conditions



HYPERVISOR

Type | Type I

Guest 1 | Guest 2
0OS 0S

Hypervisor

Guest 1 | Guest 2

0S 0S

Hypervisor

Host OS

Hardware Hardware
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CONNECTORS

Modern computers and devices
have a plethora of ports and
connectors as shown in the
diagram.

Inside the computer there are
Molex power connectors and
SATA data and other cables for
control and power.
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Serial Port

Used for PDAs and serial devices.
(C »

A

Parallel Port

Used for printers and data.

C

PS/2 Port

Mouse Keyboard

=
Ui 74

Games Port
Joysticks and Midi Input

All Replaced by USB!

VGA Port S-Video HDMI

For External Monitor  For Video infout  For High End TVs

@ > -
~ N V

Digital Video Interface

bvi Mini-DVI

Micro-DVI

Ethernet / R}45 Modem / R}14

10Mb/s, 100Mb/s and 1Gb/s S6Kb/s

Link [l Activity @
Light Sl et Light

Used to connect to internet and  Used to connect to internet via
intranet networks at high speed. phone line, very slow.

Universal Serial Bus
(uss)
USE 1.1 - 12Mbs

USE 2.0 - 480Mb/s
USE 3.0 - 5Gbs w AB ™ 8

@ x> Audio Mini-Jacks Sockets
ﬂ“ @ Microphone

PR 4

S/PDIF
(- @ Stero Line-in Digital Audio o
f==-
(C @ Stero Line-Out @ o z
-to- Firewire / i.Link
©) @ wriont-to-ter i b ot
Video Camaras (DV) and Hard Drtves ¥ Iﬁ
= © Center / Subwoofer ——
IEC Power Connectors eSata DisplayPort

C5/¢C6
Cloverieaf
2.5 Amps

cr/cs
Figure of 8
2.5 Amps

c13/c14
1EC Cord
10 Amps

Video and Audio Port for

External Hard Drive Port Home Theater Systems

PCMCIA / Cardbus

WiFi, Networking and Expansion Cards

[/
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TYPES OF CABLE

Twisted Pair
« UTP
« STP
 CAT standards
Connectors
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TWISTED PAIR

Unshielded Twisted Pair (UTP)
Performance categories (Catbe / Caté6) -
Connectors (RJ-45 / RJ-11)
Shielded types

Plenum cable
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TYPES OF CABLE

COAXIAL

N

Thin Ethernet baseband RG58 185 METRES
Thick Ethernet baseband RG8 / RG11 500 METRES

Cable TV broadband

Variable

RG6
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TYPES OF CABLE

Coax connectors
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CAT TYPES

Cat 5e Four twisted pairs rated for 100 MHz, but can handle all
four pairs transmitting at the same time (required for GB
Ethernet). Cat 5 is essentially redundant (can you still buy it??).

Cat 6 Four twisted pairs rated for 250 Mhz. A standard from 2002.
Used as a riser cable to connect floors, but for future proof best
practice to install as standard for a new network.
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RJ45 plugs and sockets are most commonly used as connectors
for Ethernet cable (UTP)

* Also known as 8P8C (8 position 8 Contact)
« Eight equally spaced conductors
Terminated using a crimp tool
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RJ45 WIRING STANDARDS

T568A
« T568B
 STRAIGHT THROUGH
« CROSSOVER

 ROLLOVER
LOOPBACK
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T568A / T568B

T568B is more common

RJ-45 Plug RJ-45 Plug

A LI > i LT

—

away from you.

Ciips pointed

away from you.

¢ G o BbO brBR
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CROSSOVER

i LI

g G o BbO br BR

Clip is pointed
away from you.
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TYPES OF CABLE

Other types of communications cables include:

 RS232 - old standard commonly used on serial computer ports
« USB - Up to 127 devices currently USB 3

* FIREWIRE - Developed by Apple

« THUNDERBOLT - Intel standard for connecting hardware, v1 & 2
use same connector as mini display port, v3 Uses USB C

eSATA - Standard for external storage but rare to find
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PARALLEL PORTS

Printer/Centronics port
* Modes

« Standard (~150 Kbps)

e 25-pin host connector

« 36-pin device connector
e (Cable length

« Standard: 5m (15 feet)
IEEE1284: 10m (30 feet)
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USB PORTS

Maximum of 127 devices / bus
« 5m (16.5 feet) cable length

« USB 1.1 12Mbps 480 Mbit/sec
« USB 2.0 480 Mbit/sec

« USB 3.0 up to 5Gbit/sec
 USB 3.1 10 Gbit/sec

USB 3.2 10 Gbit/sec and 20 Gbit/sec
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VIDEO CONNECTORS

Composite S.Video
©@0O
VGA
(a w HEN (T}
= = HEN DVI-A
\ 1 ( 1V, Mini VGA
(aw HEN HEE) r .
s HEE HEEE | DVI Single Link
" " smm mEN) ERRRRaTs | HoMl
s n HEENEEEENE | LN\. j/
> = HEEEEEEER  DVI-Dual Link
\ EEEEEEEN/ o =
, 1 [Fssssssss) || Display Port
EEE HEEE N\ = =
- [HEE HHENE | DVI-D Single Link
\ EEE_ EEN/
(TTTTTTTR Mini DisplayPort
— HEEEEEEN | DVI-D Dual Link

AEEEEEER/
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SATA (SERIAL AT
ATTACHMENT)

SATA Revision 1.0

SATA 1.5 Gbit/s, 1 meter
SATA Revision 2.0

SATA 3.0 Gbit/s, 1 meter
SATA Revision 3.0

SATA 6.0 Gbit/s, 1 meter
SATA Revision 3.2

SATA 16 Gbit/s, 1 meter
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PATA (Parallel AT Attachment) 1999, was
originally called Integrated Drive
Electronics (IDE) and very common at
one point. Started originally as AT
Attachment in 1986. The second
generation was called EIDE (Enhanced
IDE). It was replaced by SATA from 2003
onwards.
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SCSI - SMALL COMPUTER
SYSTEM INTERFACE

SCSI is a set of standards of how
computers and peripheral devices can
connect and transfer data.

Types

Fast SCSI, Ultra SCSI, Ultra Wide SCSI,
Ultra2 SCSI, Ultra3 SCSI, Ultra-320 SCSI,
Ultra-640 SCSI, iSCSI (SCSI over IP)
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ADAPTORS & CONVERTERS

DVI to HDMI
 Thunderbolt to HDMI

+ DVI to VGA Y
USB to ethernet
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MEMORY

Random Access Memory (RAM) is the
most common type of memory. It is
Volatile as when the power is turned
off all memory contents is lost.

DRAM (Dynamic Random Access S —
Memory) The memory on a DIMM.

Dynamic means it requires constant I Computer Memory I

refreshing otherwise the data /\
disappears. Random access means any R, e Secondary Memory

storage location on the memory

module/chip can be accessed directly. T v
I I
SRAM EPROM
I [
DRDRAM EEPROM
Random Access Memory (RAM) Read Only Memory (ROM)

www.informationg.com
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RAM TYPES

Synchronous DRAM (SDRAM), SDRAM is
synchronous with the system clock.
There are different types which are
NOT backwards compatible. Double
date means it can read and write in
one clock cycle.

AT
* Double Data Rate 2 (DDR2). Twice as Y aﬁc%‘?“i:;; JE
fast as DDR. AL anG“:e;;;E;’
 Double Data Rate 3 (DDR3) is twice e "’j:f;;:c;—
the data rate of DDR2. Maximum 16 "\ LEX

GB per DIMM.

* Double Data Rate 4 (DDR4) SDRAM.
Speed increases over DDR3.
Maximum 64 GB per DIMM.

13/03/2019 A+ 1001 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.
please refer to https://firebrand.training/uk/terms-and-conditions \PI\
7




RAM LAPTOPS

DIMM (Dual Inline Memory Module)
SODIMM (Small Outline DIMM)
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STORAGE DEVICES

Optical Drives DVD, CD
Magnetic Hard Drives (HDD)

Removable Storage Devices - USB, SD, external drives
(Hot Swappable)
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OPTICAL STORAGE

Binary storage medium which
works by a laser reading small
bumps.

 CD-ROM (Compact Disc ROM)
/00 megabytes (MB) capacity
DVD-ROM (Digital Versatile

Disc) - 4.7 gigabytes (GB) for
single-layer, 8.5 GB for dual-
layer

Blu-ray Disc - 25 GB for single-
layer, 50 GB for dual-layer
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FLASH / SOLID STATE DRIVES

L)

SSD
« Thumb Drives
« USB

« SD
M.2
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M.2 INTERFACE

M.2 is a smaller memory module
than an SSD and has become
more popular due to its size. It
does not require cable or power
as this is provided via the edge
pins on the memory module
(like RAM). Can be fitted with
another HDD or SSD.

It makes use of PCl Express
giving a 4Gbs or faster
throughput.
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RAID - REDUNDANT ARRAY OF
INDEPENDENT DISKS

RAID O - Stripping
RAID 1 - Mirroring
RAID 5 - Striping with Parity e

RAID 10 (1+0) - A stripe of mirrors Ji€s:254. 100, 160
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MOTHERBOARD FORM
FACTORS & POWER

ATX - most used form factor
Micro-ATX - smaller footprint

ITX - a range of small form factors
for set top boxes, micro PCs

Main motherboard power
« 24-pin motherboard power

 Provides +3.3V, +/-5V, and +/-
12V

« ATX was originally a 20 pin
connector

PCI Express required 24 pins
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MOTHERBOARD DIAGRAM

PCI Express x16 Slot Rear Panel I/O
\

PCI SLOTS \ PCI Express x1 Slot
\ 1

. \\) 4Pin CPU Power

@i~ Connector
£
FAN o
Connectors B
&8 CPU SOCKET
“E
o
S8~ Northbridge
h:'.
Battery
—= Memory Bank
SATA Ports — /

Ultra ATA Connector  ATX 24pin Connector

Southbridge
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PC EXPANSION SLOTS

PCI (Peripheral Component
Interconnect) Introduced by Intel in
1992 originally in a 32 bit version and
later 64 bit version. Version 2.0 1993
and version 2.1 1995. Replace largely by
PCl Express.

L b P
PC bH ‘ f
e e s e
e T —— ‘~;Mf¢
w £t et ]

Throughput varies by bus version:
- 133 MB/s (32-bitat33MHz) | F ™ ™ Eow™ T w™ wy
« 266 MB/s (32-bit at 66 MHz or 64-bit [ —_—
+ 533 MB/s (64-bit at 66 MHz) | mnmm——

ST e

IIHJIF

FRRRRRRRIRN IlIlIIIIlIIIIIIllllllIIIIIIIIIIIIIIIIIIIIIIIIIIII 4

il mmum i
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PCI EXPRESS (PCIE)

Also known as PCle, replaced PCI, PCI-X, and AGP (Accelerated Graphics
Ports). It was designed for fast serial data transfer and works in a series of
lanes. The more lanes the higher the performance. Currently a maximum of 32
lanes which are unidirectional.

 v1.x: 250 MB/s
« v2.x: 500 MB/s e P2
« v3.0: ~1GB/s s 4
« v4.0: ~2 GB/s

v5.0 (expected in 2019): ~ 4 GB/s
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CPU SOCKETS - ZIF

Zero Insertion Force used by AMD processors

: -.'1. . .,.,"
11 L E s
STy

-
.
-
-
-
-
-
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CPU SOCKETS - LGA

Land Grid Array used by Intel processors
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CPU CHARACTERISTICS

Speed
« Cores
* Cache size/type
* Hyperthreading
Virtualization support
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Basic Input Output System is the
software used to start a computer. Can
be stored on ROM or flash memory.

 POST (Power On Self Test)

» Legacy BIOS for older PCs replaced
with UEFI BIOS

* CMOS battery used to maintain
date/time

» Reset BIOS via jumper or removing
battery

BIOS Chip
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UEFI BIOS

Unified Extensible Firmware Interface

* Allows the use of drives greater than
2.2Tb

» Supports FAT and removable media

* Includes a pre-boot environment  rurmew——m
i TPM (TrUSted Platform, MOdUle) [+] System Boot Sequence

System Info
° Secu r.it Processor Info This lists the order that the BIOS searches devices when trying to find an
y Memory Info operating system. Only devices that are preceded by a number are bootable
Device Info (the SPACE key controls whether a particular device is bootable).
Battery Health
Date/Time . Diskette Drive
2. Internal HDD
[+] Onboard Devices 3. USB Storage Device
[+] Video 4. CD/DVD/CD-RW Drive
[+] Security Modular Bay HDD
[+] Performance Cardbus NIC
[+] Power management D/Dock PCl slot NIC
[+] Maintenance Onboard NIC
[+] Post Behaviour
[+] Wireless

—to hide the fields in this grou
Up/Down arrow to se a diff
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COOLING SYSTEM

Fans
Heat Sink
Thermal Paste
Liquid Cooling
Fanless - Passive
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PERIPHERALS

Printer/Scanner/MFD
« NFC

« Barcode/QR

» Display devices

* VR headset

* Mouse

« Keyboard

« Touchpad
 Gamming input

« Webcam

« Speakers/microphone

* KVM (Keyboard Video Mouse
Projector
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POWER SUPPLY UNIT (PSU)

A PC uses DC voltage to power
components. Your wall power sockets are
much higher AC voltage. 115v or 220v AC
needs converting to 5.5 & 12v dc. Usually
connected via Molex connectors to
motherboard.

Power Connector

a 24pin atx R /4pin molex (dpin fdd E (4pln p4_12v\

Amp and volt

« Ampere (A) is the rate of electron flow
past a point in one second

« Voltage (volt, V) is electrical
“pressure” pushing the electrons /15pin sata? ) Gpin pciexpress\ fﬁpin aux ) Gp'ntpvediopowa (ﬁpindelljﬁ\

« Watt (W) is a measurement of real
power use

volts x amps = watts
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CUSTOM PC - CONFIGURATION

Graphic/CAD/CAM Design Workstation
Multicore CPU (64bit)

High end video cards
Maximum RAM
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CUSTOM PC - CONFIGURATION

Video/Audio Editing Workstation
Powerful high end processors for 64 bit software
Maximum RAM

Specialised audio/video card

Large, fast hard drive

Dual monitors
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CUSTOM PC - CONFIGURATION

Virtualization Workstation
Maximum CPU Cores
Maximum RAM
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CUSTOM PC - CONFIGURATION

Gaming PC
Multicore processor
High-end video with GPUs
Sound card
High end cooling
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CUSTOM PC - CONFIGURATION

Network Attached Storage (NAS)
High capacity hard-drives
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CUSTOM PC - CONFIGURATION

Thin Client
End point device with minimal resources and applications
Network capable

Thick Client

End point device with sufficient resources and applications
installed locally
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SOHO (Small-office/Home-office)
« Multifunction devices
 Printer/Scanner/Fax
 Network connection

* Phone line connection

Print from web

13/03/2019 A+ 1001 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.

please refer to https://firebrand.training/uk/terms-and-conditions \PI\
7




INSTALL AND CONFIGURE

MULTIFUNCTION/PRINTING
DEVICES
Configurations:

Duplex

Collation

Orientation
Quality i P

Pages per Sheet

-

Layout Paper/Quality

Orientation:

HP Deskjet
3050A J611 series
Class Driver

HP Deskjet 3050A J611 series Class Driver Advanced Options

=HP Deskjet 3050A J611 series Class Driver Advanced Document Settings
Paper/Output
A4
=8 Graphic
Print Quality: Max DPI Disabled
== Document Options
Print in Grayscale: Off
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PRINTER CONFIGURATION

Printer Sharing (wired/wireless)
Cloud/Remote printing
Public/Shared devices
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DESKTOP-7RMS1 Surfa
7S]
HP Deskjet Microsg
3050A J611 series [
Class Driver

Jeskjet 3050A J611 series C

=B HP Deskjet 3050A J611 series Class Driver Properties

Colour Management Security Device Settings
General Sharing Ports Advanced

If you share this printer, only users on your network with a

Q% username and password for this computer can print to it. The
printer will not be available when the computer sleeps. To change
these settings, use the Network and Sharing Centre.

Share this printer

Share name: | Sales Office Printer|

Render print jobs on client computers

Drivers

ModerHP DesKiet 3050A7167T

U
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LASER PRINTERS

Standard office equipment
Fast, good-quality text and monochrome

Low TCO
Color models more expensive
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LASER PRINTER OPERATION

Cleaning stage
* Remove charge and unused toner from the OPC drum
Charging stage

« A negative charge of around -500v

 Conditioning

Writing stage

 Laser selectively removes charge

Development stage

Negatively charged toner is attracted to OPC drum where charge has been
removed

Transfer stage

* Transfer corona applies positive charge to paper

 Positive charge attracts toner from OPC to stick to paper
Fusing stage

* The toner is melted onto the paper using high temperature
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LASER PRINTER OPERATION

2. Charge the drum

1. Cleaning

3, Wiriter i

N LA

4, Transfer toner

6. Fuse image to paper
5. Transfer image to paper

Static eliminator
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LASER PRINTER

MAINTENANCE

Disconnect from power

« Components may be very hot so allow to cool first
« Use vendor approved cleaning products

« Vacuum up spills as toner is toxic

« Replace tonner cartridge as required

« Check for packing strips or seal

« Cartridges are often recycled

« Use maintenance kit as directed by usage
Essential to ensure reliability

Vs

[=%
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TROUBLESHOOTING LASER

PROBLEMS

* Print settings (draft mode)
* Low/Out of toner (shake cartridge)
 Toner packing seals not removed
 Transfer corona damaged - replace
 Software problem

* Paper jam

* Check media

* Check rollers

« Static Eliminator Strip
 Printout smudges - fusing unit
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3D PRINTER

Print in three dimensions to create a
3D item based on an electronic
model/plan. A whole house was
recently 3D printed!

One layer is printed at a time building
up the 3D image layer by layer.
Enables anything to be designed on the
computer and prototyped.

Still an evolving technology with wide S ——
potential uses as it becomes more
sophisticated and cheaper.
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INKJET PRINTER OPERATION

Ink from reservoir is directed
through tiny nozzles in print head
and heated which causes a
thermal shock to expand the ink.
Piezoelectric uses charge to pump
ink onto the paper.

Paper quality will effect the
quality of the printout to prevent
it looking blurred or smudged.
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TROUBLESHOOTING INKJET
PROBLEMS

Correct paper loaded correctly, high quality paper used

Gaps, marks or faded printout - clean print head

Check ink both black and/or colour - any warnings ink is low?
Is printer in draft mode?

Ensure correct printer driver has been installed and is working
Lights or display messages on the printer
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OTHER PRINTERS

Dot matrix is an Impact printer
using a ribbon like an old
typewriter. Pins are fired into the
printer ribbon which creates the
dotted look on the printout. The
more pins the higher the quality.
The paper was often tractor fed
and was very noisy during the
printing process.

Thermal transfer is often used to >
create bar codes or lables and a
can have one or two colours.
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PRINTING

Print Device
Printer

Printer Driver
Spool
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PRINTER INTERFACES

USB / Firewire
Wireless

* [rDA

* Bluetooth

e Wi-Fi
Network
Legacy
 Parallel

« SCSI
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CONFIGURING A PRINTER

Pools
* Priorities

* Schedules
. Security &

Select the port you want your printer to use. If the port is not listed, you can create a
new port.

(® Use the following port: | (IR G Rl v

Note: Most computers use the LPT1: port to communicate with a local printer.
The connector for this port should look something like this:

(O Create a new port:

[ < Back ][ Next > ] [ Cancel ]
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VIRTUAL PRINTING

Print to File
 Print to PDF
* Print to XPS
Print to Image
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BASICS OF TROUBLESHOOTING

Identify the
Problem
A7 N\
Establis
cause

Verify Y
functionality » /
mplement
and test 'Z}gtf;o%f
solution Am
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COMPTIA TROUBLESHOOTING

|dentify the problem (Questions)
« Establish a Theory of Probably Cause (Question the obvious)
* Test the Theory to Determine Cause

« Establish a Plan of Action to Resolve the Problem and Implement
the Solution

» Verify Full System Functionality (and implement preventative
measures if heeded)

 Document Finds, Actions and Outcomes
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SHUTDOWNS

« System shuts down without warning and may even restart

« Heat or power related issue is the most common

« High CPU usage - more heat generated

« Check all fans and heat sinks - clean, thermal paste, contact
« BIOS may show fan status and temperatures

« Failing hardware

* Check Device Manager, run diagnostics

« Eliminate what’s working - roll back any changes made prior to fault occurring
* Power issues - faulty power supply or cable.

» Check BIOS settings - factory reset

* Any POST beeps when the system boots?
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LOCKUPS

« System completely stops/freezes.
« Ask the user what they were doing when it occurred?
» Check for any activity - any system response?

« Hard drive, status lights, power lights try using Ctrl-Alt-Del to get into Task
Manager

« Shut down and restart system - does fault disappear after restarting the
system?

« Update drivers and software patches to latest versions
* Low system resources - CPU, RAM, storage

* Burning smell or smoke from the system - turn off immediately, electrical
issue or short circuit.
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WINDOWS

» Blues Screen of Death (BSOD)

« Unexpected Shutdowns

» System Lockups

« POST code Beeps - refer to vendor
« BIOS Time/Settings Resets

« No Power :
« Event Viewer x
» Boot logs Your PC ran into a problem that it couldn't
. System Configuration handle, and now it needs to restart.
e Windows bootlog You can search for the error online: HAL INITIALIZATION FAILED
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APPLE MAC

Pinwheel of Death (PWOD)

» Application crash or misconfiguration
« Faulty hardware

» Disk access slow

« Application issue

» First try restarting the computer
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TROUBLESHOOTING TOOLS

MUlt]meter POWER SUPPLY TESTER
« Power Supply Tester ey

2 Pugn your 24 pin power supply commecir o

mey lester

3.Check LED Ight § ONox OFF
* LoopbaCk Plug - S5V HIN SISV AV SVEE PG
s 4 Phg HODcon chack + 12V +5V
5 Rernove HOD, P pliphip@icon check» 12V

[ J POST Card . ¢ ,;-tw;:‘mpam.wvmka-
e Cable Tester

e’u’:unﬁ?!- 2
i Ll 28
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TROUBLESHOOQOT - HDD/SSD/RAID

« Read/Write Failures

« Slow Performance

« (licking Noise/strange noise

« Computer fails to load/boot

* Drive not recognised in BIOS or OS

« RAID not found - backplane, RAID battery
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TROUBLESHOOTING TOOLS

 Screwdriver
° C H KDS K 5. Optimise Drives _ y

You can optimise your drives to help your computer run more efficiently or analyse them to find out if they need to

PY FO rm at be optimised. Only drives on or connected to your computer are shown.

Stat
« BOOTREC

Drive Media type Last run Current status
o D I S KPA RT ESWindows (C:) Solid state drive 01/02/2016 18:57 OK (0 days since last run)

- Windows RE tools  Solid state drive 01/02/2016 19:11 OK (0 days since last run)
« DEFRAG

GAnalyse GOptimise

Scheduled optimisation

On @Change settings

Drives are being optimised automatically.

Frequency: Weekly
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TROUBLESHOOT - VIDEO,

PROJECT & DISPLAY

[ ) V'ideo Card 'issues - no image Change the appearance of your display

] Detect
« Resolution -
entify
 No Image
. . . . . 9
« Dead Pixels/Artifacts T
Resolution: 2736 x 1824 (Recommended) v
 Dim Image/Flickering Image Orenton.  tandsape
. . Allow the screen to auto-rotate Advanced settings
 Distortion )
ake text and other items larger or smaller
hd What display settings should | choose?
* Burnin
oK Cancel Apply
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MOBILE DEVICES

* Mobile runs slowly or crashes/unresponsive
* Non-responsive touchscreen
« Screen is black, oddly coloured lines or graphics

« Android especially can have different ‘flavours’ which means different key
combinations

* Me phones cannot be reset using key combination - refer to mobile phone
manufacturer FAQ

* Try resetting the phone using the recommended process
« Check apps are updated and latest OS is installed and up to date
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MOBILE DEVICES

* Unable to decrypt email - encrypted email PGP/SMIME - mainly corporate systems
« Use a Mobile Device Manager (MDM) if a corporate devices to aid in ‘push’ updates
« Bad reception always searching for signal - is the signal strong or weak

« Battery life short - how old is the battery? What apps are running? Is device hot?

« Disable unnecessary features - wireless, Bluetooth, data

» Check application battery use by looking in phone settings

» |If a device gets too hot it can cause unrepairable damage.

» Keep device cool and out of direct sunlight or other heat sources
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TROUBLESHOOT - NETWORKS

* No Connectivity

* APIPA ﬁB NETWORK & INTERNET

« Limited Connectivity wii Wi

e [P Issues Floht mede @ o

i S peed oeia e BTHub3-Q777

VPN 1% Connected, secured

e«  Wi-fiissues 9 The o

Dial-up fe Open, WiFi Sense

Windows phone
Mobile hotspot, off

Proxy

N

Connect

BTOpenzone-B
Open

BTWiFi
Open

ﬁd §G

TALKTALK-266EC5
Secured

a
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TROUBLESHOOTING TOOLS

« Cable Tester

» Loopback Plug

* Punch-Down Tool

* Tone Generator & Probe
* Wire Strippers / Crimper
* Wireless Locator

# inSSIDer 2.0 = | B )

13 /13 AP(s) GPS: On Location: 43 608777, -116.308823 Speed(km/h): 0.24 Leogging: Off
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COMMAND LINE TOOLS

B Command Prompt
T RAC E RT C:\Users\philm>TRACERT WWW.GOOGLE.COM
Tracing route to WWW.GOOGLE.COM [173.194.40.148]
N ETSTAT over a maximum of 3@ hops:
8 ms 2 ms BTBusinessHub.home [192.168.1.254]
N BTSTAT 21 18 ms 217.32.143.225
22 ms 15 ms ] 217.32.143.254

24 19 1¢ 213.120.181.214
24 22 217.41.169.69
24 17 y 213.120.179.81
47 30 ] accl-10GigE-9-2-0.sf.21cn-ipp.bt.net [109.159.251.93]
40 23 25 corel-te@-0-0-6.ealing.ukcore.bt.net [109.159.251.29]
3e 25 peer5-te0-9-0-10.telehouse.ukcore.bt.net [109.159.252.33]
30 189.159.253.67
.85.244.,182
29 y .85.143.67
40 16.239.43.65
36 9.85.248.30
36 209.85.243.47
37 ms parl@sle-in-f20.1el100.net [173.194.40.148]

W oo ~NOU BwN e

e el el
ONhWNR®

Trace complete.

C:\Users\philm>
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DISASSEMBLING /REASSEMBLING

« Use the correct tools

« Take photos - before and during

* YouTube video?

« Organize parts in labelled bags or pots
« Refer to manufacturer resources
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TROUBLESHOOT - PRINTERS

« Streaks

« Fading

* Ghost Images

« Paper Jam

« Connectivity issues
« Access issues

* Printer Driver issues
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TROUBLESHOOTING PRINTERS

& Devices and Printers

X 5 Q
i Ma] n ten a nce K] tS DESKTOP 7RMS1  Resl| Replace the toner in your printer
e Toner Vacuum
« Compressed Air , b
* Spooler Service

3050A J611 series

Replace the toner and try printing again.

Class Driver
Services (Local) * Services (Local)
Print Spooler Name : Description Status Startup Type Log On As
& PNRP Machine Name Publi... This service ... Manual Local Service
Stop the service & - :
Bt g e & Portable Device Enumerator... Enforces gr... . Manual (Tng... Local Syste...
& Power Manages p... Running  Automatic Local Syste...
o e i Local Syste...
?:_scnptu_on: — ‘&) Printer Extensions and Notif... This service ... Manual Local Syste...
T, - pnvntJobs ahd ‘&) Problem Reports and Soluti... This service ... Manual Local Syste...
handles interaction with the printer. g
If you turn off this service, you won't & Program Compatibility Assi... This service... Running Automatic Local Syste...
be able to print or see your printers. & Quality Windows Audio Vid... Quality Win... Manual Local Service
&2 Remote Access Auto Conne... Creates a co... Manual Local Syste...
5l Remote Access Connection... Manages di... Running  Manual Local Syste...
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Exam 220-1002
Max 90 questions
(Multiple choice & performance based)

90 minutes duration
Pass mark 700/900
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1002 CORE 2

CompTIA A+ 220-1002 covers installing and configuring operating
systems including Windows, i0S, Android, Apple OS X and Linux. It
also addresses security, the fundamentals of cloud computing,

operational procedures and basic scripting.
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EXAM BREAKDOWN

Domain _________________|Percentage of Exam

1.0 Operating Systems 27%
2.0 Security 24%
3.0 Software troubleshooting 26%
4.0 Operational Procedures 23%
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OPERATING SYSTEMS

Standard OS features
» File management - folders files - add, delete, rename, move

« Software support

 Memory and disk management

* Input and Output support - Printers, keyboards, hard drives, display, sound
« USB, Firewire, Lighting, Thunderbolt

« Operating system configuration and management tools.

« 32 and 64 bit versions

« Hardware driver specific to the OS and device

« Touchscreen support

« Keyboards/mouse/pen/stylus

Security?
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32 BIT V 64 BIT

The terms 32-bit and 64-bit s
refer to the way a computer's [ =
orocessor (also called a CPU), oo
nandles information. The 64- (1 e
oit version of Windows handles
arge amounts of random
access memory (RAM) more

effectively than a 32-bit
system. 32 bit system can only
handle a maximum of 4gb of

RAM.

178

50

128 GB
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WINDOWS 7

Windows 7 was released October 22,
2009 and was built on the look and feel
of Vista. It was able to run on the same
hardware as Vista. It had many updated
user areas such as the task bar and
came in Starter, Home Premium,
Ultimate, Professional and Enterprise

Minimum Spec:

« 1 gigahertz (GHz) or faster

« 1 gigabyte (GB) RAM (32-bit) or 2 GB
RAM (64-bit)

« 16 GB available hard disk space (32-
bit) or 20 GB (64-bit)

» DirectX 9 graphics device with WDDM

1.0 or higher driver
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WINDOWS 8 & 8.1/8.2

Windows 8 was released on 26 October, 2012 but Did not have the ‘Windows’
Button which caused user issues and frustration.

Windows 8.1/8.2 saw further updates and was released 17 October, 2013.
Windows 8.2 added ‘Windows’ button. Windows 8 came in Core, Pro

and Enterprise versions.

Minimum Spec:

PAE (Physical Address Extension)

32-bit processors can use more than 4 GB of physical memory

NX (NX Processor Bit) to protect against malicious software

A standard processor instruction set used by third-party applications and drivers
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WINDOWS 10

Windows 10 is the current version of Windows and was released on 29 July,
2015. It was designed as a single OS to support - Desktops, laptops, tablets,
phones, all-in-one devices. Offered initially as a free upgrade some systems
and some systems can still upgrade for free. Windows 10 is stated to be the
last ‘version’ with large and small updates during each year. Comes as
Windows 10 Home, Pro Education, Enterprise and S for Secure.

Minimum Spec:
* Same requirements as Windows 8/8.1/8.2

» PAE (Physical Address Extension) - 32-bit processors can use more than 4 GB
of physical memory

NX (NX Processor Bit) to protect against malicious software
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Linux is a free Unix-compatible
software system in many flavours or
distributions like Ubuntu, Debian, Red
Hat/Fedora. It is Unix-like, but not
Unix.

Works on a wide variety of hardware
and has a large and active community
supporting it.

redhét MEPIS  turbolinux L.uNAR Evilentity debian & e

However, has limited driver support and .. M ~ A
limited SUppOI’t archinux monfwall =  «noer swgentnu X DeLi Linux Hiweed s

@5 ﬁwg W = & %
Fedora SLAX fiux Progenv-n,ugm FREEDUC LyCOTIS

VP
N : -.‘ Y MNO
EnGarde  mandrakeiinex  BeatrIX Linspire- SuSe PIUMES @oOPER Be 1r()ps ASP[INUX kalango
o U @& @. *
Slackintosh Frugalware Foresight PCLinux0S "yd L szoqon UbUﬂtU E’:EB blag
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Desktop/Laptop OS running on Apple
hardware

Is an easy to use and secure OS with
100% comparability with Apple
hardware and software.

Apple tends to be more expensive and
has a smaller audience and less industry
support compared to Windows.
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ANDROID

Google Android an open handset
alliance Open-source OS, based on
Linux. Supported on many different
manufacturer’s devices and third party
creators of Android Apps. The Apps are
actually developed on Windows, Mac
OS X, and Linux with the Android SDK.
Apps available from Google Play
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CHROME OS

Google’s operating system
« Based on the Linux kernel like Android
 Chrome web browser

* Applications are web-based

« Many different manufacturers - relatively less expensive
Relies on the cloud so an internet connection is necessary.
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WINDOWS OPERATING
SYSTEMS

 Windows 7
 Windows 8, 8.1 & 8.2
 Windows 10

B Windows

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.
please refer to https://firebrand.training/uk/terms-and-conditions \17\
7



KEY FEATURES

« System Restore
 Event Viewer

« Control Panel

* Windows Explorer
« Edge

* Metro Ul

* OneDrive Start
* Windows Store
« Charms
Start Screen

ety bovdon covtny S suad!

Q
N

- =
: 1502 e I I

.-

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.

please refer to https://firebrand.training/uk/terms-and-conditions \1—I\
7



UPGRADES

Ensure that minimum hardware specs
are met.

Ensure OS is the correct architecture
for the system (32/64bit).

Compatibility with existing software
including drivers and applications. Use
upgrade advisor to check. You can use
the built in Windows compatibility

mode to run older software. ¢ Windows 7 ®

Bl Windows 8.1 ® - Windows10

Free upgrade
Bl Windows Phone8.1 ® for tne first year

visit windows.com for deta
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INSTALLATION METHODS

Optical Drive (DVD)
« USB

« PXE (Preboot Execution Environment)
Windows Deployment Services (WDS)
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TYPES OF INSTALLATION

Bootable Media
 Unattended Installation
« Sysprep/lImaging

Remote Install
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TYPES OF INSTALLATION

Upgrade
e Clean Install

« Repair Installation

* Multiboot or Dualboot
 Remote Network Installation

» Refresh/Restore/Reset (Windows
8/ 8. 1 / 1 O) Cormolbeet B Windows Update

Check for updates

@@v‘ “1' » Control Panel » System and Security » Windows Update v ‘ 5 ‘ [ se

Change settings i
Beew updite hictory @l Urgrade to Windows 10
Restore hidden updates Start installing the newest version 2,884.3 MB

f Wind: 8
Updates: frequently asked SUCACION

questions More info

By Get started

Show all available updates

Most recent check for updates: Today at1:29 PM
Updates were installed: Today at11:39 AM. View update history
You receive updates: For Windows and other products from Microsoft Update

Find out more about free software from Microsoft Update. Click here for details.

Installed Updates
£ Windows Anytime Upgrade
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OTHER INSTALLATION
CONSIDERATIONS

Formatting - file formats NTFS, FAT32, ExFAT, CDFS, NFS
» Third Party Drivers

 Time/Date/Regional Settings

* Quick Format - deletes FAT

Full format - formats entire drive so takes much longer

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.

please refer to https://firebrand.training/uk/terms-and-conditions \PI\
7




DRIVE PARTITIONING

Dynamic - It is a separate form of volume management that
allows one volume to have non-contiguous extents on one or more
physical disks.

Basic - Basic disk uses partitions to manage data, and one
partition cannot share and split data with other partitions

Primary - Contains one file system
Extended - Only one extended but can be divided multiple logical

Logical - Virtualized - each partition can have a separate
operating system on it

GPT - GUID Partition Table newer system

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.

please refer to https://firebrand.training/uk/terms-and-conditions \17\
7




WINDOWS COMMAND LINE
UTILITIES

TASKKILL GPUPDATE
BOOTREC DIR
SHUTDOWN EXIT
MD/RD/CD HELP
FORMAT SFC
COPY/XCOPY/ROBOCOPY CHKDSK
DISKPART

B Command Prompt
C:\Users\philm>HELP

For more information on
Displays
Displays

a specific command, type HELP command-name
or modifies file extension associations.
or changes file attributes.

Sets or clears extended CTRL+C checking.
Sets properties in boot database to control boot loading.

Displays

or modifies access control lists (ACLs) of files.

Calls one batch program from another.

Displays
Displays
Displays
Checks a
Displays

the name of or changes the current directory.
or sets the active code page number.

the name of or changes the current directory.
disk and displays a status report.

or modifies the checking of disk at boot time.

Clears the screen.

Starts a
Sets the

new instance of the Windows command interpreter.
default console foreground and background colors.
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ADMINISTRATIVE TOOLS

Computer Management -
. 7 » Control Panel > All Control Panel Items » Administrative Tools
e Device Manager T e :
° Users and Groups D;:i;tiomponer'nt Services
. . 78 Computer Management
d Local SeCU r]ty POllcy = Defragment and Optimise Drives
. a* Disk Clean-u
« Performance Monitor ot
* Services & st
« System Configuration 7% Local Security Policy

25 ODBC Data Sources (32-bit)

° Tas k SC h ed u le r % ODBC Data Sources (64-bit)

’,Sb Performance Monitor

s ;.a’J Event Viewer

Ezs Print Management

’,@ Resource Monitor

. Services

Ly System Configuration

L System Information

,.L Task Scheduler

=¥ Windows Firewall with Advanced Security

& Windows Memory Diagnostic
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MSCONFIG

MSconfig is a Windows start-
up utility used to disable or
re-enable software, device
drivers and Windows
services that run at start-up,
or change boot parameters
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| General ] Boot | Services] Startup | Tools |

L3 System Conﬁgu_

I

Startup Item

Manufacturer

Creative Techn...

Command

Location

HKLM\SOFTWAREWM...

Date Disabled

>

Creative Techn... CTXFIHLP.EXE HKLM\SOFTWAREWM...
Sun Microsyste... “C:\Program Fil... HKLM\SOFTWAREM... 5
. VMware, Inc. "C:\Program Fil... HKLM\SOFTWAREM... 3
| DT Soft Ltd “C:\Program Fil... HKCU\SOFTWARE\...
[7] Adobe Read... Adobe System... "C:\Program Fil... HKLM\SOFTWAREWM... 4/21/2010 8:2...
[7] Adobe Acrobat Adobe System...  "C:\Program Fil... HKLM\SOFTWAREWM... 4/21/2010 8:2...
[7] Adobe CS4... Adobe System... "C:\ProgramFil... HKLM\SOFTWAREWM... 12/14/2009 2:...
| Nero Home Nero AG "C:\Program Fil... HKCU\SOFTWARE\...  12/14/2009 2:...
[7] Google Update Google Inc. “C:\Users\WMark... HKCU\SOFTWARE\... 4/21/2010 8:2...
[ Tunes Apple Inc. "C:\Program Fil... HKLM\SOFTWAREWM... 12/14/2009 2:...  _
[ aa:. £ 13E Alicvnnn & Cnee " ADeaneam Cil L mlcncTANCIA AlM4 0N 0.0
| Enable al ( Disable |
[ ok || cancel | Hep |
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TASK MANAGER

2 Task Manager

File Options View

Name

Apps (6)
BE Adobe Digital Editions 4.5 (32 bit)
) Internet Explorer (2)
& Microsoft PowerPoint (32 bit)
n Settings
L Task Manager

+ Windows Explorer (3)

Background processes (34)
] Adobe Acrobat Update Service ...
Adobe® Flash® Player Utility
‘B Application Frame Host

‘B Bonjour Service

n Cortana

@ Dropbox (32 bit)

Processes  performance App history Start-up

Users

6%
CPU

0.1%
0%
0%
0%

0.7%

1.7%

0%
0%
0%
0%

0%

Details Services
89% 3%
Memory Disk
24.4 MB 0 MBY/s
13.2 MB 0 MB/s
28.9 MB 0 MB/s
0.1 MB 0 MB/s
10.7 MB 0 MB/s
40.7 MB 0.1 MB/s
0.1 MB 0 MB/s
0.5 MB 0 MB/s
0.7 MB 0 MB/s
0.7 MB 0 MB/s
0.1 MB 0 MB/s

0%

Network

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

' -
158 Windows Task Manager = | B | S
File Options View Help
Applications | Frocesses |5eruir_es I Performance | Metworking IL.Isers |
2~

Image Name PID User Name (CPU Memory =
i Action.exe *32 1660 geek 0o 6,04
Adobelm_Cleanup.0001 =32 5756 geek 0o 1,8 =
Adobelm_Cleanup.0001 *32 6672 ageek aa 1,83
AutoHotkey.exe *32 4120 geek 0o 2,6¢
cmd.exe 5964  geek 0o 9
Converter.exe *32 5996  geek o0 12,20
Core Temp.exe *32 2724 geek 0o 1,3t
CSr55,2X8 4504 oo 3.7
dihost.exe *32 5576 geek 0o 9,24
dpupdchk.exe 4512 geek 0o 1,8¢
dwm.exe 4284 geek 0o 106, 7.
explorer.exe 2780  geek 0o 93,9:
firefox.exe =32 2420 geek aa 196,57
FolderShare.exe *32 300 qgeek 0o 3,74 -
1 1 3

[ |4 show processes from all usersl\é

Processes: 100 CPU Usage: 2% Physical Memory: 56%
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SERVICES

File Action View

/,Jh\ gyf =

Services (Local)

Help

Name

&k ActiveX Installer (AxInstSV)
& Adobe Acrobat Update Ser|
S Allloyn Router Service

% App Readiness

' Apple Mobile Device Servid
3 Application Identity

» Application Information

: Application Layer Gateway
i Application Management

» AppX Deployment Service

i Auto Time Zone Updater

Background Intelligent Tra
% Background Tasks Infrastru
; Base Filtering Engine

. BitLocker Drive Encryption

% Block Level Backup Engine

: Bluetooth Handsfree Servid

: Bluetooth Support Service
Bonjour Service

: BranchCache

Certificate Propagation

& Client License Service (Clip
&% CNG Key Isolation

Application Identity Properties (Local Computer)

General |ogOn Recovery Dependencies

Application Identity

Service name:
Display name

Determines and verifies the identity of an application. A

Description
i Disabling this service will prevent AppLocker from

v

Path to executable
CAWINDOWS\system32\svchost exe « LocalServiceNetwork Restricted

Startup type Manual b.d
Service status: Stopped
Start t ause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters

Cancel

Application Identity Properties (Local Computer)

General LogOn Recovery

Select the computer’s response if this service fails. Help me set up recoveny

First failure:
Second failure:

Subsequent failures:

Reset fail count after:

Restart service after:

[[] Enable actions for stops with erors. Rest

Run program

Dependencies

Restart the Service
Restart the Service

Take No Action

1 days
2 minutes

o

v}
{

40
o
I

Cancel

\ Ftended A Standard /
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DISK MANAGER

i+ Disk Management

File Action View Help

&= T HE O

Volume l Layout Type File System l Status I Capacity ] Free Spa... | % Free
N Simple Basic Healthy (E... 260 MB 260MB 100%

- Simple Basic Healthy (R... 1.88 GB 1.88 GB 100 %

== Windows (C:) Simple Basic NTFS Healthy (B... 116.98 GB 18.24GB 16%

i

= Disk 0 Y

Basic Windows (C:)
119..12 GB 260 MB 116.98 GB NTFS 1.88 GB
Online Healthy (EFI System Part| | Healthy (Boot, Page File, Crash Dump, Primary Partitio || Healthy (Recovery Partition)
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STORAGE SPACES (WIN

8/8.1/8.2/10)

g Storage Spaces - O X

- v A éfffg > Control Panel > All Control Panel Iltems > Storage Spaces v O SearchCont.. R

Control Panel Home
Manage Storage Spaces
@ Create a new pool and storage Use Storage Spaces to save files to two or more drives to help
space protect you from a drive failure. Storage Spaces also lets you
easily add more drives if you run low on capacity. If you can't see
task links, click Change settings.

g ® Create a new pool and storage space
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STORAGE SPACES

Create a Storage Pool from a collection of physical disks
* C(Create a Storage Space- Virtual Disk

« Partition and Format

Create RAID
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SYSTEM UTILITIES

MSCONFIG NOTEPAD

REGEDIT EXPLORER
COMMAND MSINFO32
SERVICES.msc DXDIAG

MMC DEFRAG

MSTSC System Restore

Windows Update
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WINDOWS CONTROL PANEL

UTILITIES

[EH All Control Panel Items = X
4 [EE > Control Panel > All Control Panel Items v O Search Copt... R
Adjust your computer's settings View by:  Small icons -
= Administrative Tools B} AutoPlay :i,. Back up and Restore (Windows 7) % BitLocker Drive Encryption
¥ Colour Management @ Credential Manager Date and Time [®g Default Programs
¥ Device Manager o Devices and Printers 20 Display @ Ease of Access Centre
" File Explorer Options @ File History Flash Player (32-bit) A Fonts
*§ HomeGroup 47 Indexing Options € Internet Options < Keyboard
&(;8’" Language B Mail (Microsoft Outlook 2016) (32-bit) @« Mouse &Y Network and Sharing Centre
/ Pen and Touch & Personalisation ¥ Phone and Modem P Power Options
@] Programs and Features p. | Recovery e Region Lo RemoteApp and Desktop Connectio...
W Security and Maintenance ) Sound & Speech Recognition ¥ Storage Spaces
® Sync Centre & System & Tablet PC Settings _ Taskbar and Navigation
& Troubleshooting $2 User Accounts &4 Windows Defender & Windows Firewall
‘% Windows Mobility Center @ Work Folders
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WINDOWS CONTROL PANEL

Control Panel - X
<« v N » Control Panel v O Search Cont.. P

Adjust your computer's settings View by: Category -

System and Security User Accounts
<
Review your computer's status ) i !': !;J Change account type

Save backup copies of your files with File History

Appearance and Personalisation
Change the theme

Back up and Restore (Windows 7)

Find and fix problems
Adjust screen resolution

- Network and Internet
\% Connect to the Internet i Clock, Language and Region
View network status and tasks t \/‘ Add a language
Choose homegroup and sharing options 4 Change input methods

Change date, time or number formats
7 Hardware and Sound
A

View devices and printers Ease of Access
Add a device Let Windows suggest settings

Adjust commonly used mobility settings Optimise visual display

Programs

Uninstall a program
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Workgroup
Domain
Homegroup
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WINDOWS NETWORKING

4 % > Control Panel > System and Security > System

Control Panel Home

!ﬂ Device Manager

\-; Remote settings
¥ System protection

¥y Advanced system settings

Security and Maintenance

r0
Computer Name Hardware Advanced System Protection Remote
View basic information about your compul Q Windows uses the following information to identify your computer on
= the network.
Windows edition Computer description:
Windows 10 Pro For example: "Kitchen Computer” or "Mary's I
Computer”. | n(
© 2015 Microsoft Corporation. All rights reserved. Full computer name: DESKTOP-7RMS173
Workgroup: WORKGROUP
System
Manufacturer: Microsoft Corporation To use a wizard to join a domain or workgroup, click Network ID...
Network ID.
Processor: Intel(R) Core(TM) i5-630

Installed memory (RAM):  4.00 GB

To rename this computer or change its domain or

Change...

workgroup, click Change.

System type: 64-bit Operating Systen
Pen and Touch: Pen and Touch Support
Microsoft Corporation support

Website: Online support

Computer name, domain and workgroup settings
Computer name: DESKTOP-7RMS173
Full computer name: DESKTOP-7RMS173
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software Licence Terms

Product ID: 00330-62833-79444-AA0EM

Computer Name/Domain Changes X

You can change the name and the membership of this computer.
Changes might affect access to network resources.

Computer name:
DESKTOP-7RMS173

Full computer name:
DESKTOP-7RMS173

More...

Member of

@ Domain:
FIREBRAND.COM)

() Workgroup:
WORKGROUP Cha

OK Cancel
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NETWORK SHARES

Mapping Drives

i EX p lO I e I File Computer View Manage
it i @] Uninstall or change a program
-
hl " l w L @ E}

A System properties
. Properties Open Rename  Access Map network Add a network Open
media™  drive~ location Settings “8 Manage

X
« v 4 = ThisPC
& Map Network Drive
# Quick access
- 3 5 ike ap?
% Dropbox What network folder would you like to map?
4@ OneDrive Specify the drive letter for the connection and the folder that you want to connect to
Admin
Documents Drive: Z
Pictures
Folder: Browse...
% This P
EIE Example: \\server\share
¥ Network Reconnect at sign-in
'-‘ Homegroup [_| Connect using different credentials
Connect to a website that you can use to store your documents and pictures.
EX Command Prompt
Cancel

C:\Users\philm>net use s: \\FileServeril\DataSharel
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NETWORK CONNECTIONS

i Network and Sharing Centre
™ '5';' » Control Panel * Network and Internet » Network and Sharing Centre
« WIRED oo b e o -
View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing FirebrandVPN Access type: Internet

settings Public network Connections: < FirebrandVPN
Access type: No Internet access
Network 3
HomeGroup: Ready to create

- REMOTE DESKTOP CONNECTION

Change your networking settings

e Set up a new connection or network

Set up a broadband, dial-up or VPN connection, or set up a router or access point.

=4! Troubleshoot problems

Diagnose and repair network problems or get troubleshooting information

& Network Connections = ] X

/> ‘& > Control Panel > Network and Internet > Network Connections v O Search Net

P
Organise ~ = . N o

!‘ Bluetooth Network Connection I~ Ethernet FirebrandVPN .‘ Wi-Fi
L s | -
b Not connected . Network 3 Disconnected 5 ) Not connected
x 9 Bluetooth Device (Personal Area &7 Realtek USB GbE Family Controller WAN Miniport (L2TP) x ol Marvell AVASTAR Wireless-AC Ne
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NETWORK LOCATION

&} Network and Sharing Centre

[ ]
DO m a] n <+~ r.-_i' * Control Panel * Network and Internet » Network and Sharing Centre

View your basic network information and set up connections
Control Panel Home

° View your active networks
Home/Private
Change advanced sharing Network 2

settings Public network Connections: =« vEthernet (External Connection)

Work/Private

dgh Setup a new connection or network
=

.
< l I e S t / P l I b l ] C Set up a broadband, dial-up or VPN connection, or set up a router or access point.

= Troubleshoot problems

Access type: Internet

Diagnose and repair network problems or get troubleshooting information.

Help protect your PC with Windows Firewall

Windaows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Internet or a network.

Firewall Settings nme--

Networks at hame or work where you know and trust the people and devices on the network

Windows Firewall state: on

Incoming connections: Block all connections to applications that are not on
the list of allowed applications

Active private networks: B ok 3
Wotification state: Notify me when Windows Firewall blacks a new app
B @ cuest or public networks Not connected

Networks in public places such as airports or cafés

Windows Firewall state: On

Incoming connections: Block all connections to applications that are nat on
the list of allowed applications

Active public networks None

Notification state: Notify me when Windows Firewall blocks a new app
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NETWORK ADATPER

CONFIGURATION

Internet Protocol Version 4 (TCP/IPv4) Properties X

{

General alternative Configuration

You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically

(O Use the following IP address:

(®) Obtain DNS server address automatically

(O Use the following DNS server addresses:

Advanced...

[oc ]

Cancel
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Internet Protocol Version 4 (TCP/IPv4) Properties X
[

General Alternative Configuration

If this computer is used on more than one network, enter the alternative
IP settings below.

(®) Automatic private IP address

(O User configured

Cancel

Advanced TCP/IP Settings
IP Settings DNS WINS

IP addresses

IP address
DHCP Enabled

Default gateways:

Gateway

Automatic metric

Add...

Subnet mask

Metric

Cancel
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A 2L > Control Panel » System and Security > Back up and Restore (Windows 7)

ontrol Panel Home
SotGES. o Back up or restore your files

%5 Create a system image Back-up
¥ Create a system repair disc Windows Back-up has not been set up. Psetup back uy

Restore
Windows could not find a back-up for this computer

Wisolect tore files f

P select another back-up to restore files from

' Set up backup

Scheduled Backup
Working Copies
. FU u o
* Incremental

 Differential
 File History (Library Folders 8/8.1/10

Select where you want to save your backup

We recommend that you save your backup on an external hard drive

Save backup on

Security and Maintenance

File History Refresh Save on a network

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.
please refer to https://firebrand.training/uk/terms-and-conditions \PI\
7




[y Optimise Drives - X

You can optimise your drives to help your computer run more efficiently or analyse them to find out if they need to

D I S K M ﬁ I N T E N ﬁ N C E be optimised. Only drives on or connected to your computer are shown.

Status

Drive Media type Last run Current status

S windows (C) Solid state drive 01/02/2016 18:57 OK (5 days since last run)
= Windows RE tools Solid state drive 01/02/2016 19:11 OK (5 days since last run)

« Scheduled Defrag
« CHKDSK

D ° I C l % Optimise
I Scheduled optimisation
o L= i
n ¥ Change settings
Drives are being optimised automatically.
Frequency: Weekly
I = P @ |
Open Rename  Access Map network Add a network ¢ i i
danetwork ¢ Security Previous Versions Quota . dia~ ﬁ . Jocatio sl Sacurky iz Quol.a
location ¢ General Tools Herdware Sharing eca i) coaton General Tools Hardware Sharing
Error checking <= Disk Clean-up for Windows (C:) X |dows
This option will check tha driva for file 1
- system errors. Disk Clean-up
Folders | S k al Disk
= u You can use Disk Clean-up to free up to 1.57 GB of disk space s
- on Windows (C:).
7al [ Optimise and defragment drive J 3h
. 105,241,198,592 bytes 98.0GB
& Optimising your computer's drives can help it to run Files to delete: d
h mare sfficiently. Dy ] etup Log Files 23.1 KB IS 20,362,473,472 bytes 18.9 GB
j 1 Optimise a m Downloaded Program Files 0 bytes
J Temporary Internet Files 246 MB 125,603,672,064 bytes 116Ge
el
Error Checking (Windows (C)) % ["]&]offine webpages 718 KB
wd ([  System error memory dump files 752 MB |,
You don't need to scan this drive -
P Total amount of disk space you gain: 829 MB
We haven't found any errors an this drive. You can still scan the drive for errors if you want Description Drive C: Disk Clean-up -
vd Files created by Windows
= Scan drive
an. If any errors are an decide if you e ive to save disk space
ant o fix them drive to have contents indexed in addition to file
Cancel .
¥ Clean up system files
OK Cancel Al
How does Disk Clean-up work?
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PATCH MANAGEMENT

Windows Updates
e Driver/Firmware Updates

« Application Updates

* Antivirus/Antimalware Updates
WSUS

&)=/ T » ContolPanel » System and Security »
Control Panel Home
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MAC OS AND LINUX -
COMMON FEATURES

Backups - rsync utility/Time Machine
« System updates - Apple Store & App store

rsync is a file transfer program capable of efficient remote update
fast differencing algorithm.

« Antivirus updates

rsync [OPTION].

rsync [OPTION]. [USER@]
° rsync [OPTION s :
« Shell /Terminal e o 18 '
rsync [OPTION]... [US s 1
rsync [OPTION]. ync://[ ST[:PORT]/SRC [DEST]
:' usages connect via remote shell, while "::' & 'rsync://' usages connect
to an rsync daemon, and require SRC or DEST to start with a module name.

* Multiple Desktops s e

fine-grained informational verbosity
ebug=FLAGS fine-grained debug verbosity
msgs2stderr special output handling for debugging

.
-q, --quiet SUppress non-error messages
* Keychain
.
« Spot Light
* Boot Camp

Each operating system requires its own partition on the disk.
Drag the divider to set the size of the partitions, or click one
of the buttons.

=} “Macintosh HD" will be partitioned as

. K %

L Mac OS X Windows
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BASIC LINUX COMMANDS

 Ls/ps

° grep
e cd

 shutdown

° my
e Im

Ubuntu Desktop 1y @) 08:49 3

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

phil@phil-vVirtual-Machine:~$ 1s -a
A examples.desktop 3 .Xauthority
f rofile .xsession-errors

.bash_logout .dmrc .ICEauthority

.bashrc
. MO
i hil-virtual-Machine:

e Chown
« apt-get

* Sudo
« Dig

pwd

13/03/2019

 ifconfig

 Passwd

=
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System updates - apt-get
« Driver/firmware updates
* Anti-virus - ClamAV

« Backups - rsync

* |mage recovery - dd

« Disk maintenance - var/log clear logs
« Terminal - command line

Screen sharing - UltraNVC, Remmania

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.
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BASIC CONCEPTS

Confidentiality
Integrity
Availability

Authentication
Authorization
Accounting

13/03/2019 A+ 1002
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COMMON SECURITY THREATS

& VULNERABILITIES

e

 Malware E n

B

-

DEPARTMENT OF JUSTICE

* Spyware FEDERAL BUREAU OF INVESTIGATION
e Virus FBI HEADQUARTERS

WASHINGTON DC DEPARTMENT, USA
 Worm

Ad RESULT OF FULL SCANNING OF ¥OUR DEVICES,
o Tro o a n SOME SUSPICIOUS FILES HAVE BEEN FOUND AMD YOUR
J ATTEMDAMNCE OF THE FORBIDDEN PORMOGRAFHIC SITE
HAS BEEM FIXED. FOR THIS REASON YOUR DEVICES HAS

 Rootkit N LoCKED

INFORMATION OM YOUR LOCATION AND SMAPSHOTS
CONTAINING ¥YOUR FACE HAVE BEEM UPLOADED OM THE
¢ RanSOI I lewa re FBI CYBER CRIME DEPARTMENT'S DATACENTER.
FIRST OFF ALL, FAMILIARIZE WITH THE POSITIONS
STATED IN SECTION "THE LEGAL BASIS OF VIOLATIONS".
ACCORDING TO THESE POSITIONS YOUR ACTIONS BEAR
CRIMIMAL CHARACTER, AND YOU ARE CRIMINAL
SUBJECT. THE PEMALTY AS A BASE MEASURE OF
PUNISHMENT ON YOU WHICH YOL ARE OBLIGED TO PAY

IM & CLRRENT OF THREE CALEMDAR DAYS |5 IMPOSED.
THE SIZE OF THE PEMNALTY |5 500%.
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COMMON SECURITY THREATS

& VULNERABILITIES

Types of Virus

Armoured
Companion
Macro
Multipartite
Phage
Polymorphic
Retrovirus
Stealth

13/03/2019 A+ 1002

&9 Windows Defender
PC status: Protected

-' Your PC is being monitored and protected.

@) Real-time protection: On

@ Virus and spyware definitions: Up to date

O\Scan details
Last scan: Today at 10:00 (Quick scan)
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COMMON SECURITY THREATS

& VULNERABILITIES

Remember!

« A Virus requires a host to propagate

A Worm propagates itself

« ATrojan masquerades as something useful

Windows Defender

Scan completed on 1530 items.
Windows Defender de &5
ad

W dONS e at might compromise your privacy or damage your PC. Your
& Real-time protectio On ss to this temmghtb pedd hly u take action.
and spyware definitions:  Up to d CIckSh w details to learn more. What are alert levels, and what should T do?

Detected items Alert level Status

© Worm:Win32/Dorkbot.A Severe Active
Clean PC

Shcw details

Q) e
Last scan: Today at 9:21 AM (Quick sca|

Your fastest way to learn. Guaranteed.
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COMMON SECURITY THREATS

& VULNERABILITIES

Social Engineering

Phishing (Vishing)
Spear Phishing
Whaling

Spoofing
Shoulder Surfing
Tailgating
Dumpster Diving

13/03/2019 A+ 1002

From: eBay-Optima <checkout@ebay.com:
Subject: eBay Member: teccalep**Read Now™*
Date: Movember 30, 2005 5:31:00 PM PST
To: Vaughn Aubuchon
Reply-Ta: checkout@ebay.com

Dezar eBay uger,
During cur regular update and venfication of ihe accounta, we couldnt venly your current infermation.

Eitner your information has changsd or i 8 incomplsts.
Fizase clck here update and vendy your information by signing in your account below.
If the sccount information is not updated 1o current information wilhin & days then, your scceas 1o bid or buy on eBay will be resincied.

Update Your Information ey

This eBay notice was sent to brian_s_clifton at yahoo.com based on your eBay account preferences. If you would like to review your
notification preferences for other types of communications, ¢llck here. If you would like to recelve this emall in text only, click here.

As outlined in our User Agreement, eBay will pericdically send you information about site changes and enhancements. Visit our Privacy
Polley and User Agreement |f you have any gquestions.

Copyright 2003 eBay Inc. All Rights Reserved.
Designated trademarks and brands are the property of their respective owners.
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COMMON SECURITY THREATS

& VULNERABILITIES

Other Threats

« Zero Day Attack
 Bot/Bothet/Zombie
 Man in the Middle

« Password Attacks

* Dictionary

* Brute Force

SNORSE

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions
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SECURITY - PREVENT

Physical Security

Door Locks
Mantrap

Cable Locks
Shredder
Biometrics

ID Badges

Smart Card / Token

13/03/2019 A+ 1002

Bl
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SECURITY - PREVENT

Digital Security

« Antivirus/AntiMalware " F-sacumt’ S— Py
. Firewalls (& bitdefender v Quick Heal A

Windows Live
OneCare

ﬁAVG 7 Computing KAIPIR|KKY2 8 symantec.

M IAeF1)74

« Updates/Patches

L.vsovrows PANDA  McAfee”  AnAhnLab

(G IREND.  Z Zonepumnm
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AUTHENTICATION /

AUTHORIZATION

Authentication : Proving to the system who you say you are.
 Something that you know (Password/Pin/Username)

« Something that you have (Smartcard/Token)
 Something that you are (Biometric)

Authorization : Access rights and privileges

* Permissions

 Membership

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.
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SECURITY - PREVENT

@ COMPTIA A+ Module 7 Properties X

° Vi rtu a l Private N etwo rkS (VP N ) General Security Details Previous Versions
) D at a LOSS Preve n t] O n ( D LP ) Object name:  C:\Users\philm\Desktop\A+ DevA\COMPTIA A+ Modul

GI’OUp or user names:

* Access Control Lists (ACL) o T ——
. Phil Chapman (philmct@outlook.com)

° Acceptable Use Pol'lcy (AUP) £2 Administrators (DESKTOP-7RMS173\Administrators)

* Principle of Least Privilege

 User Education

To change permissions, click Edit. Edit...

Permissions for SYSTEM Allow Deny

Full control
Modify

Read & execute
Read

Write

Special permissions

For special permissions or advanced settings,

- Advanced
click Advanced.

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.
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BASIC WINDOWS OS SECURITY

SETTINGS

« Users and Groups (Permissions/Privileges)

« NTFS/Share Permissions

« User Authentication

« BitLocker / BitLocker to Go

* Encrypting File System (EFS)

» 7)( > Control Panel > System and Security > BitLocker Drive Encryption

| Panel : : ;
Control Panel Home BitLocker Drive Encryption

Help protect your files and folders from unauthorised access by protecting your drives with BitLocker.

Operating system drive

Windows (C:) BitLocker off

=El !; Turn BitLocker on
]

-
Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.
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SECURITY - BEST PRACTICES

TO SECURE A WORKSTATION

« Password Policy

« Screensaver Required Password

« BIOS/UEFI Security

e Account Management

« Disable AutoRun

« Data Encryption PR — .

File Action View Help

« Patch/Update Management o 2@ X5 0o

:3 Security Settings Policy ’ Security Setting -
5 Account P?“des [Z] Accounts: Administrator account status Disabled
v L3 Local Pehne; DAcccunts: Block Microsoft accounts Not Defined
i Audit Policy DAccounts: Guest account status Disabled

a User Rights Assignment

Security Options DAccounts: Limit local account use of blank passwords to co... Enabled
3

Windows Firewall with Advanced Sec: DAccounts: Rename administrator account Administrator
| Network List Manager Policies DAccounts: Rename guest account Guest
Public Key Policies DAudit: Audit the access of global system objects Disabled
Software Restriction Policies DAudit: Audit the use of Backup and Restore privilege Enabled
: Application Control Policies DAudit: Force audit policy subcategory settings (Windows Vis... Not Defined

_5 IP Security Policies on Local Compute Dﬂ.udit: Shut down system immediately if unable to log secur... Disabled
| Advanced Audit Policy Configuration D DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined
| |
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SECURITY - SECURING MOBILE

DEVICES

* Screen Locks
 Remote Wipe / Sanitize
Sign in to your Microsoft account to find your phone, get support and get warranty info. Some services vary by region.
* Remote Backup
° ° ° Create an account
* Antivirus / Antimalware
 Patches/OS Updates A 2 3] )
° A t h t . t . Find your lost phone Scheduling repairs Keep track of your devices Check Reset Protection status
u e n ] C a ] O n Lost your phone or think someone stole Once you've registered a device, fix it See and manage your Windows Phone, Getting a phone from someone else?
it? Locate, ring, lock or erase it here. and check on its repair status. Surface and Xbox in one place. Check its Reset Protection status
* Encryption
« BYOD / Corporate Policies Whenyou signin you con

Manage your devices Ring your phong Get recovery key View device warranty status
Add a device Erase your phone Schedule a repair
Remove a device Lock your phone View device repair status
View detailed info about your device (OS Check Reset Protection status Register a device warranty
version, serial number, etc.)
Turn off Reset Protection Buy an extended device warranty
Find your phone
13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.
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SECURITY - DATA

DESTRUCTION AND DISPOSAL

Physical Destruction
« Shredder
* Drill/Hammer e

DATA ELIMINATOR’

S L T

« Electromagnetic/Degaussing
* Incinerator

« Certificate of Destruction

« Recycling/Repurposing
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SECURITY - WIRELESS / WIRED

NETWORKS

Wireless

« Default SSID

« Disable SSID

* Placement/Siting
* Encryption
 Power

« Passwords
 MAC Filters

13/03/2019 A+ 1002

st]rar]r, Small Business

vt]ian]y, Small Business

Gelting Started
Run Setup Wizard
Status and Siatistics

Administration

Radio
Rogue AP Detection
Networks

Scheduler

Scheduler Association
Bandwidth Utilization

'WDS Bridge
WorkGroup Bridge
QoS

System Security

Client QoS

Single Point Setup

v

Captive Portal

cisco WAP371 Wireless-AC/N Dual Radio Access Point BE =I'"m-|--

MAC Filtering

Filter: () Allow only stations in list
®) Block all stations in list

Stations List:

Remove |
wcnass [ [ [ [ [ [ s

Save

(cisco) LogOut About Hel

cisco WAP371 Wireless-AC/N Dual Radio Access Point with Sing|

Getting Started

Run Setup Wizard

v

Status and Statistics

Administration

» LAN

Radio
Rogue AP Detection
Scheduler
Scheduler Association
Bandwidth Utilization
MAC Filtering
WDS Bridge
WorkGroup Bridge
QoS

System Security

v

v

Client QoS

» SNMP

v

Single Point Setup

Networks

Select the radio interface first, and then enter the configuration parameters

Radio: (@ Radio1 (5GHz)
) Radio2 (24 GHz)

Virtual Access Points (SSIDs)

VAP No. Enable VLANID  SSID Name SSID Broadcast = Security MAC Filter Channel Isolation Band Steer
E v 1 cisco-Emulator Iv] | WPA Personal 'ﬂ lD'sﬁp!e,d.Z] L} i |
Hide Details
'WPA Versions [v] weaA-TKIP ¥/ WPA2-AES
Key oo ssseccee
[C]Show Key as Clear Text
Key Strength Meter. I 1117 | strong
Broadcast Key Refresh Rate (300 ] [
] 7 I v M M
| A || Eat || |

This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions
please refer to https://firebrand.training/uk/terms-and-conditions

Your fastest way to learn. Guaranteed.
'-
A




ADDITIONAL SOHO NETWORK

SECURITY CONFIGURATIONS

 Static IP Addresses
« Firewall Settings
« Port Forwarding (NAT) |
° . .::I'lsl":l"'l ;nsgggneéigabit Dual WAN VPN Router | ——
« Content Filtering

System Summary

aSelun @® Block Forbidden Domains

« Physical Security

» Port Management

>

Forbidden Domains: ] Enable

-

General Forbidden Domains Table items0-0 of 0 |25 | per page

Access Rules =
Domain Name

» VPN facebook com |
» Certificate Management hotandhorny.com
Log
» SSL VPN = =
onlinegambling.com
User Management
Wizard
Add | E b [ia][«] Page [1 v]of 1 [m][m]
Website Blocking by Keywords: [_| Enable
Website Blocking by Keywords Table Items0-00f 0 |5 | per page
Keyword
0 results found!
Add [ [ie] [#] Page [1v] of 1 [m][»]
13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.
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TROUBLESHOOT PC OS

PROBLEMS

Common Symptoms

BSOD

Boot Failure
Spontaneous Shutdown/Restart
Device failure
Missing DLL
Services failure
Compatibility Error
Safe Mode Boot

13/03/2019 A+ 1002

* Missing OS

* Missing GUI

« Missing GRUB (Unix)
Multiple Monitor problems

ion (your most re !
Mode (Windous domain controllers on

This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions
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TROUBLESHOOTING TOOLS

B Administrator: Command Prompt - [m] %

« BIOS/UEFI o iracete Coremeon M ants reserved.
» SFC (System File Checker)
 Logs scans the .
* Recovery Console -’ L] /STl [N RIO]  rectory]
* Repair Discs

« MSCONFIG

 DEFRAG ‘
. REGEDIT i Ve Lo

Microsoft (
Copyright (C)

¥ Custom Views
v [ Windows Logs Level Date and Time Source EventID Task Category £X
° SAFE MODE T] Application { l I Information 08/02/2016 18:15:41 Qutlook 26 None
ﬂ Security &Y Error 08/02/2016 18:15:34 Apps 5973 (5973)
° . -

ERD/ASR £ Setup (i) Information 08/02/2016 18:15:32 Outlook 26 None

T] System /1, Warning 08/02/2016 17:49:47 Search 10023 Gatherer
7 Forwarded Events [ &¥ Error 08/02/2016 17:44:05 Apps 5973 (5973)
| Applications and Services Lc' Jt P Error 08/02/2016 17:24:05 Apps 5973 (5973)
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TROUBLESHOOTING SECURITY

S S U S Internet Options ? X

CO m m 0 n Sym pto m S General Security Privacy Content Connections Programs Advanced
i B rOWSG r PO p U pS Select a zone to view or change security settings.

@ 9 vV 0O

¢ B rowser Redi reCtiO n Local intranet Trusted sites  Restricted

Internet Options ? X sites
e S Al ,
ec u r] ty e rts General Security Privacy Content Connections Programs Advanced
Internet Sit
_ - ites
° S P A M Settings g This zone is for Internet websites,
Advanced except those listed in trusted and
restricted zones.
i Ma lwa re Location
] Never allow websites to request your Clear Sites Security level for this zone
physical location Allowed levels for this zone: Medium to High
Pop-up Blocker Medium-high
[+] Turn on Pop-up Blocker Settings - Appropriate for most websites
InPrivate B - Prompts before downloading potentially unsafe content

- Unsigned ActiveX controls will not be downloaded
Disable toolbars and extensions when InPrivate Browsing starts

Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.

please refer to https://firebrand.training/uk/terms-and-conditions \L}




TROUBLESHOOTING TOOLS

* Antivirus Software

« Command Line (Windows) /Terminal (Linux)
* Recovery Console

« Safe Mode

« System Restore / Snapshot

. Use system protection to undo unwanted system changes
hd L‘_l
» Refresh/Restore (Windows 8/8.1/10 G v . Evee s T
System Restore
You can undo system changes by reverting Systom Restore Date and Time ~ Description Type
your computer to a previous restore point. b 06/02/2016 12:49:09 Windows Update Critical Update
01/02/2016 20:26:12 Automatic Restore Point System

Protection Settings
Available Drives Protection
<. Windows (C:) (System) On

Windows RE tools On

Canfigure restore settings, manage disk space, and  Configure...
delets restore points.
Create a restore point right now for the drives that Create... [“] Show more restore points Scan for affected proarams
have system protection turned on. g

I Apply

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions Your fastest way to learn. Guaranteed.
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BEST PRACTICE FOR MALWARE

REMOVAL

 |dentify Malware Symptoms
 Quarantine

« Disable System Restore

* Remediation

* Schedule Scan / Run Updates
« Re-Enable System Restore

« End User Education

Malwarebytes
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TROUBLESHOOTING MOBILE

OS AND APPLICATIONS

Common Symptoms

Display problems

Wireless connectivity issues
Bluetooth connectivity issues
External monitor issues
Touchscreen issues
Application issues

13/03/2019 A+ 1002 This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions
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TROUBLESHOOTING

TOOLS/TECHNIQUES

 Hard Reset (Factory Reset)

« Soft Reset

« Uninstall/Reinstall Applications
 Force Stop
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DOCUMENTATION

Internal Operating Procedures - how the business runs, where you find out how
things are done - procedure, policy

Knowledge Base - Such as Microsoft Knowledge base to find out fixes for issues
Network Topology - Physical and Logical diagrams showing network map and
settings

Change management - how is change managed - system, software, hardware?
Disaster Recovery - Hurricane, flooding, fire, war, lightning...

Your fastest way to learn. Guaranteed.
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INCIDENT RESPONSE POLICY

(IRP)

IR (Incident Response)

« |dentify (the problem)
 Report

 Preserve Data/Device
 Document

«  Chain of Custody (Evidence Tracking) -

Containment gui
Eradication
& Recovery

Post-Incident
Activity

Detection &
Preparation Analysis
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LEGAL REQUIREMENT

- JDSS

« Licensing - End User License
Agreement (EULA)

« Commercial or Open License
* Personal or Enterprise License

 DRM (Digital Rights Management)
« GDPR Digital Rights Management (DRM)

« PII (Personally Identifiable T —
Information) Riams

Render - Use

¢ PCI - DSS : Transport - Broadcast

= Derive - Edit

= DRM System
- Identify
- Rights Assign
- Manage
- Track
- Enforce
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SECURITY POLICIES -

EXAMPLES

Password Policy
Acceptable Use Policy (AUP
Access Control Policy
Remote Access Policy (RAP

13/03/2019 A+ 1002

ing/uk/terms-and-conditions

COMPTIA A+ Course

Acceptable Use Policy

This Acceptable Usage Policy covers the security and use of all CompTIA A+ Course
information and IT equipment. It also includes the use of email, internet, voice and mobile IT
equipment. This policy applies to all CompTIA A+ Course employees, contractors and agents
(hereafter referred to as ‘individuals’).

Computer Access Control - Individual’s Responsibility

Access to the CompTIA Course IT systems is controlled by the use of User IDs,

passwords and/or tokens. All User IDs and passwords are to be uniguely assigned to named
individuals and consequently, individuals are accountable for all actions on the IT systems.

Individuals must not:

« Allow anyone else to use their user ID/token and password on any CompTIA Course
IT system.

« Leave their user accounts logged in at an unattended and unlocked computer.

« Use someone else’s user ID and password to access IT systems.

« Leave their password unprotected (for example writing it down).

« Perform any unauthorised changes to | T systems or information.

« Attempt to access data that they are not authorised to use or access.

« Exceed the limits of their authorisation or specific business need to interrogate the
system or data.

« Connect any non-CompTIA Course authorised device to the CompTIA Course
network or IT systems.

« Store CompTIA Course data on any non-authorised CompTIA Course equipment.

« Give or transfer CompTIA Course data or software to any person or organisation.
outside CompTIA Course without the authority of CompTIA Course.

Line managers must ensure that individuals are given clear direction on the extent and limits
of their authority with regard to IT systems and data.

Internet and email Conditions of Use
Use of CompTIA Course internet and email is intended for business use. Personal use is
permitted where such use does not affect the individual's business performance, is not
detrimental to CompTIA Course in any way, not in breach of any term and condition of
employment and does not place the individual or CompTIA Course in breach of statutory
or other legal obligations.

All individuals are accountable for their actions on the internet and email systems..
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SAFETY PROCEDURES

« Electrostatic Discharge (ESD)
« Grounding

* Antistatic Bag

« ESD Strap/Bracelet

 ESD Mat

« Self Grounding
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SAFETY PROCEDURES

Toxic Waste Handling

- Batteries

 Toner

« CRT

« Compliance with local regulations
« MSDS - Material Safety Data Sheet
* Local government policies

e s
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SAFETY PROCEDURES

Personal Safety

« Disconnect Power

 Remove Jewellery

 Lifting techniques

» Electrical Fire Safety (Class C Extinguisher)
« Cable Management

e s
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ENVIRONMENTAL IMPACT

Temperature, Humidity and Ventilation Control, HVAC

Power
e Surge
« Blackout
 Brownout

Sag
Spike

13/03/2019
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UPS

Surge Suppressor
Airborne Particles
Dust/Debris

« Compressed Air
* Vacuums

This content is copyright of Firebrand Training Ltd - 2018. All rights reserved. For full terms and conditions
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COMMUNICATION TECHNIQUES

& PROFESSIONALISM

User proper language (avoid Jargon, Acronyms and Slang)

Stay positive and confident
Use active listening skills
Do not interrupt

Be culturally sensitive

Be punctual

Avoid distractions

|

Q
o
\’g
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PROFESSIONALISM - DEALING

WITH DIFFICULT CUSTOMERS

* Do not be drawn into an argument

* Do not dismiss problems

« Do not be judgemental

» Seek clarification

* Maintain customer confidentiality

» Set realistic expectations and communicate
« Offer different options (if applicable)

* Provide documentation

« Follow up with the customer
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SCRIPTING

Scripting is a way of using a programming language to create a program.

PowerShell helps users rapidly automate tasks that manage operating
systems (Linux, macQOS, and Windows) and processes. It can be just a
few words to multiple lines of instructions.

Scripting languages are designed to be easy to learn and code with as
short source code files.

What steps would you do to make a cup of tea?
Can this be done in any order or is one order better than the other?
It is a process just like scripting with a start and an end.
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SCRIPTING

Shell script

» Scripting within the Unix or Linux shell

« Used to automate

« .sh file extension

Python

« .py file extension

« Has become widely adopted and popular

* Widely taught in UK schools (
JavaScript e )
 .js file extension E;‘—: '
« Used with HTML and CSS e——r

« Used on almost every web site

« Java (compiled) and JavaScript (interpreted) are very Javagc ?’ Dt

different.
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SCRIPTING BASICS

» Variables - holds information which changes e.g string, text, integer, float, Boolean
« Constant- information stays the same and can be easily be reused

« Loops to automate part of the process - For While

« Branch is where a subroutine is started - If Then

» Code can be used to interface with computer hardware

» Syntax error is usually a code spelling or grammar error - check your code
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PYTHON EXAMPLE - LAB

print(“"Let’s see how long you have lived in days, minutes and seconds.")

print(“Enter your age")

age = int(input("age: "))

days = age * 365

minutes = age * 525948

seconds = age * 31556926

print(“You have been alive for", days, days”, minutes, "‘minutes and”, seconds, "seconds! Wow!")

Use an online compiler to write and execute your code:

https://repl.it/repls/ScholarlyMuddyTitles
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REMOTE ACCESS

RDP - port 3389
TELNET - port 23
SSH (Secure Shell) - port 22
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REMOTE ACCESS SECURITY

. . % Remote Desktop Connection - = HESN
* Microsoft Remote Desktop is an open port k |
tcp/3389 you can undertake a brute force A EemOte 2:?“09
attack, which is common i
« Third-party remote desktops often secured General | Display | Local Resources | Programs | Bxpeience | Advanced
with just a username and password e .
P er the name of the remote computer
* Too much username/password re-use A e
meaning easy to get in and stay in. Then v ]
easy to jump to other systems to obtain ST
. o . € computer name 1S era remote CompuRer
information such as bank details, PII name.

Connection settings

Save the cument connection settings to an RDP file or open a
saved connection.

Save Save As.. Open...

4 ) Hide Options . Connect . Help
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